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SC-500: MICROSOFT CERTIFIED-CLOUD
AND AI SECURITY ENGINEER ASSOCIATE



Module 1: Cloud and AI Security Fundamentals

Cloud Computing Security Fundamentals

Shared Responsibility Model

Zero Trust Security Framework

Defense In Depth Strategy

Security Governance Principles

Risk Management Concepts

Compliance And Regulatory Standards

Introduction To AI Security

Security Challenges In AI Environments

Microsoft Security Architecture Overview

Module 2: Identity and Access Management

Microsoft Entra ID Fundamentals

Authentication And Authorization Concepts

Multi-Factor Authentication (MFA)

Passwordless Authentication

Single Sign-On (SSO)

Conditional Access Policies

Identity Protection

Self-Service Password Reset (SSPR)

Privileged Identity Management (PIM)

Role-Based Access Control (RBAC)

Managed Identities

Access Reviews And Governance



Hands-On Lab
Configure MFA and Conditional Access Policies
Implement RBAC and PIM

Module 3: Governance and Compliance Management

Azure Resource Management

Management Groups And Subscriptions

Azure Policy Implementation

Resource Locks

Governance Best Practices

Security Baselines

Compliance Manager

Regulatory Compliance Monitoring

Audit And Reporting
Hands-On Lab

Configure Azure Policies
Implement Compliance Controls

Module 4: Network Security

Virtual Networks (VNet)

Network Security Groups (NSG)

Azure Firewall

Azure DDoS Protection

Azure Bastion

VPN Gateway Security

ExpressRoute Security

Service Endpoints

Private Endpoints

Web Application Firewall (WAF)



Secure Network Architecture Design
Hands-On Lab

Configure NSGs and Azure Firewall
Implement Secure Network Connectivity

Module 5: Data Protection and Storage Security

Azure Storage Security

Access Control For Storage Accounts

Shared Access Signatures (SAS)

Encryption At Rest And In Transit

Azure Disk Encryption

Data Classification And Labeling

Data Loss Prevention (DLP)

Backup And Recovery Security

Information Protection
Hands-On Lab

Secure Azure Storage Accounts
Configure Data Protection Policies

Module 6: Azure Key Vault and Secrets Management

Azure Key Vault Overview

Managing Secrets And Keys

Certificate Management

Key Rotation Policies

Hardware Security Modules (HSM)

Application Integration With Key Vault

Secure Secret Storage Best Practices
Hands-On Lab

Configure Azure Key Vault
Manage Secrets and Certificates



Module 7: Database Security

Azure SQL Security Features

Transparent Data Encryption (TDE)

Dynamic Data Masking

Always Encrypted

Vulnerability Assessment

Database Auditing

Threat Detection

Secure Database Access Control
Hands-On Lab

Implement SQL Security Controls
Configure Auditing and Encryption

Module 8: Compute Security

Virtual Machine Security

Secure VM Deployment

Just-In-Time (JIT) VM Access

Endpoint Protection

Azure App Service Security

Azure Functions Security

API Security Fundamentals

Secure Compute Architecture
Hands-On Lab

Configure JIT Access
Secure Azure Compute Resources

Module 9: Container and Kubernetes Security

Container Security Fundamentals

Azure Kubernetes Service (AKS)



Container Registry Security

Image Scanning And Protection

Kubernetes RBAC

Network Policies

Secrets Management

Runtime Protection

Container Threat Monitoring
Hands-On Lab

Deploy and Secure AKS Cluster
Implement Kubernetes Security Controls

Module 10: Microsoft Defender for Cloud

Microsoft Defender For Cloud Overview

Cloud Security Posture Management (CSPM)

Secure Score Analysis

Regulatory Compliance Dashboard

Workload Protection

Threat Detection And Response

Security Recommendations

Continuous Security Monitoring
Hands-On Lab

Configure Defender for Cloud
Analyze Security Recommendations

Module 11: Security Monitoring and Incident Response

Microsoft Sentinel Overview

Log Analytics Workspace

Data Connectors Configuration

Kusto Query Language (KQL)



Analytics Rules

Workbooks And Dashboards

Incident Management

Threat Hunting Techniques

Automation Rules And Playbooks
Hands-On Lab

Configure Microsoft Sentinel
Perform Threat Hunting Using KQL

Module 12: Security Operations and Threat Protection

Microsoft Defender XDR

Endpoint Detection And Response (EDR)

Threat Intelligence

Attack Surface Reduction

Identity Threat Detection

Email And Collaboration Security

Security Incident Response Process

Security Operations Best Practices
Hands-On Lab

Investigate Security Incidents
Implement Threat Protection Policies

Module 13: AI Security Fundamentals

Introduction To AI Security

AI Threat Landscape

Prompt Injection Attacks

Data Poisoning Risks

Model Security And Protection

Responsible AI Principles



Privacy And Compliance In AI Systems

AI Risk Management Frameworks
Hands-On Lab

Assess AI Security Risks
Implement AI Security Controls

Module 14: Microsoft Security Copilot

Security Copilot Overview

Generative AI For Security Operations

Threat Investigation With Copilot

Security Incident Analysis

Threat Hunting Assistance

Security Reporting And Summarization

Copilot Integration Scenarios

Best Practices And Governance
Hands-On Lab

Investigate Incidents Using Security Copilot
Generate Security Reports

Module 15: Azure AI and AI Workload Security

Azure AI Services Security

Azure AI Foundry Security

AI Access Control Mechanisms

AI Data Security And Privacy

Secure AI Development Lifecycle

Monitoring AI Workloads

Compliance Requirements For AI Applications

AI Governance And Risk Management
Hands-On Lab



Secure Azure AI Services
Configure AI Workload Monitoring

Module 16: Capstone Project and Certification Preparation

Capstone Project
Design and Secure an End-to-End Azure Environment
Implement Identity, Network, Data, and AI Security Controls
Configure Defender for Cloud and Sentinel
Perform Threat Detection and Incident Response

Certification Preparation
Exam Objectives Review
Scenario-Based Question Practice
Mock Examinations
Exam Strategy and Time Management
Final Revision Sessions
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