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Module 1: Cloud and Al Security Fundamentals

© Cloud Computing Security Fundamentals
© Shared Responsibility Model

© Zero Trust Security Framework

© Defense In Depth Strategy

© Security Governance Principles

© Risk Management Concepts

© Compliance And Regulatory Standards

@ Introduction To Al Security

© Security Challenges In Al Environments

© Microsoft Security Architecture Overview

Module 2: Identity and Access Management

@ Microsoft Entra ID Fundamentals

© Authentication And Authorization Concepts
© Multi-Factor Authentication (MFA)

© Passwordless Authentication

@ Single Sign-On (SSO)

@ Conditional Access Policies

© Identity Protection

© Self-Service Password Reset (SSPR)

© Privileged Identity Management (PIM)
© Role-Based Access Control (RBAC)

© Managed Identities

@ Access Reviews And Governance



Hands-On Lab
Configure MFA and Conditional Access Policies
Implement RBAC and PIM

Module 3: Governance and Compliance Management

© Azure Resource Management

© Management Groups And Subscriptions
© Azure Policy Implementation

© Resource Locks

© Governance Best Practices

© Security Baselines

© Compliance Manager

© Regulatory Compliance Monitoring

© Audit And Reporting

Hands-On Lab
Configure Azure Policies
Implement Compliance Controls

Module 4: Network Security

© Virtual Networks (VNet)

© Network Security Groups (NSG)
© Azure Firewall

© Azure DDoS Protection

© Azure Bastion

© VPN Gateway Security

© ExpressRoute Security

© Service Endpoints

© Private Endpoints

© Web Application Firewall (WAF)



© Secure Network Architecture Design

Hands-On Lab
Configure NSGs and Azure Firewall
Implement Secure Network Connectivity

Module 5: Data Protection and Storage Security

© Azure Storage Security

© Access Control For Storage Accounts
© Shared Access Signatures (SAS)

© Encryption At Rest And In Transit

© Azure Disk Encryption

© Data Classification And Labeling

© Data Loss Prevention (DLP)

© Backup And Recovery Security

@ Information Protection

Hands-On Lab
Secure Azure Storage Accounts
Configure Data Protection Policies

Module 6: Azure Key Vault and Secrets Management

© Azure Key Vault Overview

© Managing Secrets And Keys

© Certificate Management

© Key Rotation Policies

© Hardware Security Modules (HSM)

© Application Integration With Key Vault

© Secure Secret Storage Best Practices

Hands-On Lab
Configure Azure Key Vault
Manage Secrets and Certificates



Module 7: Database Security

© Azure SQL Security Features

© Transparent Data Encryption (TDE)
© Dynamic Data Masking

© Always Encrypted

© Vulnerability Assessment

© Database Auditing

@ Threat Detection

© Secure Database Access Control

Hands-On Lab
Implement SQL Security Controls
Configure Auditing and Encryption

Module 8: Compute Security

@ Virtual Machine Security

© Secure VM Deployment

© Just-In-Time (JIT) VM Access
© Endpoint Protection

© Azure App Service Security
© Azure Functions Security

© API Security Fundamentals

© Secure Compute Architecture

Hands-On Lab
Configure JIT Access
Secure Azure Compute Resources

Module 9: Container and Kubernetes Security

© Container Security Fundamentals

© Azure Kubernetes Service (AKS)



© Container Registry Security

© Image Scanning And Protection
© Kubernetes RBAC

© Network Policies

© Secrets Management

© Runtime Protection

© Container Threat Monitoring

Hands-On Lab
Deploy and Secure AKS Cluster
Implement Kubernetes Security Controls

Module 10: Microsoft Defender for Cloud

@ Microsoft Defender For Cloud Overview

© Cloud Security Posture Management (CSPM)
© Secure Score Analysis

© Regulatory Compliance Dashboard

© Workload Protection

© Threat Detection And Response

@ Security Recommendations

© Continuous Security Monitoring

Hands-On Lab
Configure Defender for Cloud
Analyze Security Recommendations

Module 11: Security Monitoring and Incident Response

© Microsoft Sentinel Overview
© Log Analytics Workspace
© Data Connectors Configuration

© Kusto Query Language (KQL)



© Analytics Rules

© Workbooks And Dashboards
© Incident Management

© Threat Hunting Techniques

© Automation Rules And Playbooks

Hands-On Lab
Configure Microsoft Sentinel
Perform Threat Hunting Using KQL

Module 12: Security Operations and Threat Protection

© Microsoft Defender XDR

© Endpoint Detection And Response (EDR)
© Threat Intelligence

@ Attack Surface Reduction

© Identity Threat Detection

© Email And Collaboration Security

© Security Incident Response Process

© Security Operations Best Practices

Hands-On Lab
Investigate Security Incidents
Implement Threat Protection Policies

Module 13: Al Security Fundamentals

@ Introduction To Al Security

© Al Threat Landscape

© Prompt Injection Attacks

© Data Poisoning Risks

© Model Security And Protection

© Responsible Al Principles



@ Privacy And Compliance In Al Systems

© Al Risk Management Frameworks

Hands-On Lab
Assess Al Security Risks
Implement Al Security Controls

Module 14: Microsoft Security Copilot

© Security Copilot Overview

© Generative Al For Security Operations
© Threat Investigation With Copilot

© Security Incident Analysis

© Threat Hunting Assistance

© Security Reporting And Summarization
© Copilot Integration Scenarios

@ Best Practices And Governance

Hands-On Lab
Investigate Incidents Using Security Copilot
Generate Security Reports

Module 15: Azure Al and Al Workload Security

© Azure Al Services Security

© Azure Al Foundry Security

@ Al Access Control Mechanisms

© Al Data Security And Privacy

© Secure Al Development Lifecycle

© Monitoring Al Workloads

© Compliance Requirements For Al Applications

© Al Governance And Risk Management
Hands-On Lab



Secure Azure Al Services
- Configure Al Workload Monitoring

Module 16: Capstone Project and Certification Preparation

© Capstone Project

+  Design and Secure an End-to-End Azure Environment

+ Implement Identity, Network, Data, and Al Security Controls
+  Configure Defender for Cloud and Sentinel

s+ Perform Threat Detection and Incident Response

© Certification Preparation

»  Exam Objectives Review

+ Scenario-Based Question Practice

+  Mock Examinations

+  Exam Strategy and Time Management
+ Final Revision Sessions



le-Learning through LMS

Learning Management System

Our LMS [LearnPitch) is for the administration, decumentation, tracking, reporting, automa-
tion, and delivery of educational courses, training programs, or learning and development
programs.

Qur LMS has been designed to identify training and learning gaps, using analytical data and
reporting to keep you up with the class activities.

Key Features Learning Management System
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I Training Certification

Farn Your Certificate

Your certificate and skills are vital to the extent of jump-starting your career and giving you

a chance to compete in a global space.
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Training Program

from DD/MM/YY to DD/MM/YY During this training organization
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|Croma Campus is Nasscom Certified

Croma Campus is now
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|Glimpse Of Our Office

Look Who We are

Qur office's infrastructure comprises all the necessary software
and network resources that are required to deliver IT & Design,
Human Resources, Digital Marketing, and training services.

We are well-equipped with bright designed work bays for
employees and managers having separate cabins with spacious
cafeteria and training classrooms.

CROMA CAMPUS
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|About Croma Campus

(1 Our Mission is to Build Nation through
Education & Beyond Limitation. 1)

SOOI | 1 S5is Leading

Croma Campus Training & Development Private Limited is an
education  platform  providing  rigorous  industry-relevant
programs designed and delivered in collaboration  with
world-class faculty, industry & Infrastructure. In the past 14 years
we have trained 18000+ candidates and out of which we are able E

to place 12000+ professionals in various industries successfully,

We're Here to Help -
Reach Out to Our Global Offices
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