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Module 1: Identity Fundamentals

Introduction To Identity
Identity vs Authentication
Authentication vs Authorization
Accounting
Identity Providers
Identity Federation
Zero Trust Model
Microsoft Entra Overview
Microsoft Entra Licensing
Microsoft Entra Editions
Microsoft Graph Overview

Practical
Create Microsoft Entra Tenant
Explore Microsoft Entra Portal
Configure Tenant Properties

Module 2: User Identity Management

Users
Create Users
Bulk Create Users
Guest Users
Member Users
Restore Deleted Users
Block Sign-in
Password Reset
Bulk Operations
Administrative Units
User Types

Groups
Security Groups
Microsoft 365 Groups
Dynamic Groups
Assigned Groups
Nested Groups
Group Expiration
Group Licensing

Devices
Device Registration
Azure AD Registered



Azure AD Joined
Hybrid Joined
Device Cleanup
Device Management Overview

Licenses
Assign Licenses
Group-based Licensing
License Management

Practical Labs
Create Users
Bulk User Import
Dynamic Group Creation
Group Licensing
Administrative Units

Module 3: Authentication and Access Management

Authentication Methods
Password Authentication
Passwordless Authentication
Microsoft Authenticator
FIDO2 Security Keys
Passkeys
Temporary Access Pass (TAP)
Certificate Based Authentication
SMS Authentication
Voice Authentication

Self Service Password Reset (SSPR)
Configure SSPR
Password Writeback
Authentication Methods

Password Protection
Smart Lockout
Custom Banned Passwords
Password Policies

Windows Hello For Business
Deployment
Authentication Flow

Multi-Factor Authentication (MFA)
Per-user MFA
Conditional Access MFA



Registration Campaign
Authentication Strength

Practical
Enable MFA
Configure SSPR
Configure TAP
Configure Passwordless Login
Test Windows Hello

Module 4: Conditional Access

Conditional Access Basics
Policy Components
Assignments
Users
Groups
Applications
Devices
Locations
Risk Conditions

Grant Controls
Require MFA
Require Compliant Device
Require Hybrid Joined Device
Require Authentication Strength

Session Controls
Sign-in Frequency
Persistent Browser Session
Application Restrictions

Named Locations
Trusted Locations
Country Based Policies

Report-Only Mode

What-If Tool

Templates

Practical
Block Legacy Authentication
Require MFA for Admins
Location Based Access



Device Compliance Policy
Test Report-only Policies

Module 5: Identity Protection

Microsoft Entra Identity Protection
User Risk
Sign-in Risk
Risk Policies
Risk Detection
Risk Investigation
Risk Remediation
Risk Reports

Practical
View Risky Users
Configure Risk Policies
Test Risk Detection

Module 6: External Identities

Collaboration
Guest Invitations
Redemption Process
Cross-Tenant Access
Cross-Tenant Synchronization
Guest Access Policies

Overview
Consumer Identity
Social Identity Providers

Practical
Invite Guest Users
Configure Cross Tenant Access

Module 7: Workload Identities

Enterprise Applications
Service Principals
Enterprise Apps
Application Proxy

App Registrations
Register Applications



Redirect URI
Certificates
Client Secrets
API Permissions
Expose APIs
Token Configuration

OAuth

OpenID Connect

SAML

SCIM Provisioning

Managed Identities
System Assigned
User Assigned

Practical
Register App
Configure Enterprise App
Configure SAML SSO
Application Proxy
Managed Identity

Module 8: Access Management

Enterprise Application Access
User Assignment
Group Assignment
Consent Framework
Admin Consent
User Consent
Permission Classification

Single Sign-On
Password-based SSO
Linked SSO
SAML SSO
OIDC SSO

Practical
Configure SSO
Assign Users
Test Enterprise App



Module 9: Identity Governance

Entitlement Management
Catalogs
Access Packages
Approval Workflow
Assignment Policies
Lifecycle Management

Access Reviews
User Reviews
Guest Reviews
Group Reviews
Role Reviews

Lifecycle Workflows
Joiner
Mover
Leaver

Practical
Create Access Package
Configure Approval Workflow
Run Access Reviews

Module 10: Privileged Identity Management (PIM)

PIM Concepts
Eligible Assignment
Active Assignment
Activation
Approval Workflow
Justification
MFA Requirement
Notifications
Alerts

PIM For
Microsoft Entra Roles
Azure Resources
Groups

Break Glass Accounts

Emergency Access Accounts



Practical
Configure PIM
Activate Roles
Approval Process
Configure Alerts

Module 11: Monitoring and Troubleshooting

Audit Logs

Sign-In Logs

Provisioning Logs

Diagnostic Settings

Workbooks

Monitoring Identity Events

Microsoft Graph Reporting

Practical
Export Logs
Analyze Sign-in Logs
Audit Identity Changes

Module 12: Microsoft Graph PowerShell
Install Graph Module
Authentication
Users
Groups
Devices
Applications
Reporting
Automation

Practical
Create User using PowerShell
Bulk User Creation
Generate Reports

Module 13: Microsoft Graph API
REST API



Authentication
Access Tokens
Permissions
Microsoft Graph Explorer
Postman Integration

Practical
Query Users
Update Groups
Retrieve Devices
Automation Scripts
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